FACT SHEET - AB 700 (Simitian)  

Mandatory Security Breach Disclosure

This bill would require notice of unauthorized disclosure of sensitive financial information.  Specifically, the major provisions of the AB 700 would:

· Require a state agency, person, or business who conducts business in the State of California to disclose any breach of the security of their data to residents of the State of California whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person.

· Define “personal information” as, an individual’s first name or first initial and last name, in combination with a social security number, driver’s license or California Identification Card number, or financial account number (further defined below.)  Personal information would not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.

· Define "breach of the security of the system" as acquisition of computerized data that compromises the security, confidentiality or integrity of personal information maintained by the agency. However, good faith acquisition of personal information by an employee or agent of the agency for the purposes of the agency shall not be deemed a breach in the security of the system, provided that the personal information is not used or subject to further unauthorized disclosure.

· Require that the disclosure must be made in the most expedient time frame possible and without unreasonable delay, consistent with the legitimate needs of law enforcement or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.
AB 700 is a common sense measure that empowers Californian's whose information is "stolen" by hackers.  Although one would hope that businesses and State Agencies would disclose information about security breaches because it is the "right thing to do," there are many examples in both the private and public sectors where this has not been the case.  Knowing that their confidential personal information has been compromised allows individuals to take adequate precautions in protecting themselves from identity theft.  Without this knowledge consumers are left vulnerable and unaware.  

