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Attachment A L
Noiice to New York Residents

| FirstName ] [ LastName]
|Address]
[City}, (State] [ZIP] l

[December 22, 2005 |
|
|

Dear [FirstName] [LastName:

Recently we malled you a free copy of our software. We believe that this
complimentary software will meet your 2006 tax preparation needs, based on our prio
experience with you &s an tclient. We hope that you will try and finil it to be
a great solution for filing yuur Next tax rewurn.

However, since we originally sent you this CD, we have become aware of a mail :m-oc:mc‘.1 ion
sitzation that has affected & small percentage of recipients, inchiding you. Due to human error
in developing the mailing lisl, the diglts of your social security numbex (§SN) were used a8 part
of your mailing label’s source code, a string of more than 40 numbers and characters.
Fortunately, these digits were embedded in the middle of the string, and they were not
formatted in any manner that would identify them as an SSN.

Neverthelegs, we sincerely apologize for this inadvertent error, which is completely inednsistent
with our strict policies to protect our clients’ privacy. Our internel policies Jimit the use of
client SSN& for purposes other than tax preparation. Furthermore, our internal procedures
require that mailing source codes are formulated in a manner that excludes use of any sengItve
or confidential information. Please know that we have conducted a thorough internal review of
this matter, and are taking actionsg to ensure this does not re-occur,

Apaln, please understand that the digits of your SSN were embedded in the middle of & lengthy
gource code, and they were not formatted in a2 manner that identifies them as an SSN. 4s a result,
we believe the exposure of your S8N digits was limited to you alone, since you are the ohly person
wno would recognize thejr significance. Nonetheless, we suggest that you destrov the wrapper and
mailing Jabel of the free . CD “c sent you. Ifyou would like more information about this
incident, please visit wvw, : - 3, m 3special Website that contains additional details
oand an e-mail link for contacting us with your questions.

On behnlf of the more than 100,000 associates of allow me to apologize for this
unformunate situation. Through 50 tax seasomns, - ::has earned a reputation as a|valued,
trustworthy ally to our clients, and we sincerely nope that you will find the free and

oux information-peclked taxcut.com Website to be helpful tools for the 2006 tay, filing season.

Sincerely,

Senior Vice President & General Manager

How could this letter be
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February 10, 2006

We have received information-hat there has been a breach of our regional
computer network, After carefulevaluation, it has been determined that the
breach was from a roving worm 100king for a place to storc and serve large files
containing illegal movies and music. We arc required under a rccent law
enacted in New York State known as the Tnformation Security Breach and
Notification Act to notify individuals if their privale information may have been

compromised. Private information can include account numbers and social
security numbers,

We have no knowledge that any private information was obtained by
unauthorized entitics but we are taking the precautionary step of notifying you
that the possibility exists.

We have taken the necessary steps to ensure that the affected servers have
been cleaned and secured. We also have taken steps to ensure the security of
private data in the future, However, we believe that it is important for you to
continue the routine monitoring of your accounts for unusual activity, If you
notice anything unusual, you should promptly contact your financial institution,

If you have any questions, you may contact us at  berween
the hours of 9 AM and 3 PM, EST.

Sincerely,

District Superintehd-ent & CEO
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: recently has leamed that a laptap of one of its employees was stolen during &
burglary at. ‘s regianal office in Atlanta, Georgia. This laptop contained personal
information relating to certain current and former . personnel, such as social security
numbers. Although this laptop was password-protected, same of your personal information,
specifically your Social Security Number, may or may not have been contained on this laptap.

We currently have no reason to believe that the laptop was stolen for the information it contained,

but rather for Ihe laptop itself. For your own protection, however, you may wish to place a fraud
alerl on your credit file by calling one of the following three major credit bureaus:

Equifax Experian TransUnionCorp

B00-525-6285 BB8-397.3742 B00-680-72889
Additionally, you may wish to visit the Federal Trade Commisslon's web site,
www.consumer.gov/idiheft, which contains information to help individuals guard agalnst and deal
with identity theft
Please be assured that is working with law enforcement on this matter and continues

to take the protection of your information very seriously. Should you have any questions or
comments, ybu may contact us as follows:
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4/27/2006

Dear Client,

The purpose for this lettes, unfornately, is to inform you that our office was burgladized.
All our computers were stolen and we ate actively wotking with law enforcement officials
to 1avestigate this mater. Although the computers are double password protected and
there were no credit files stored on them, it is wise to take every precaution as there is the
possibility that personal information may have been accessed. -« Incis

providing the following information to help protece you from potential misuse of your
information including the potental of idendry theft.

We recommend that you do the following:

> Add 2 security alect staement to your credic file at all three nadonal credit reporting
agencies, Trans Union, Equifax and Expesian. The alert will remain on your credit file for
90 days. You only need to contact onc of the three natonal credit reporting agenaces
below; your request will be shared electronically with the other two repositories. The
most cficient method for doing this is o use the automated system provided by
TransUnion by dialing 800.680.7289. (estimated time for completion ic lees than 3
minutes)

# Remove gour name from pre-approved offers of credit mailing lists for approzimately 6
months, The most efficient method for doing this is via website. The address is
www,oproutprescrecn,.com and the process takes less than 2 minutes,

P Receive a free copy of your credit report. The most efficient method for doing this is
via website at www,annnalcrediteeport.com or by calling (877) 322-8228.

The contact information for the three credit reporting agendies:

Equifax Credit Informanon TransUnion Credit Bureau Expedan
Services Inc. | P.O. Box 2000 P.O. Box 9554
P.O. Box 740256 Chester, PA 19022 Allen, TX 75013
Adanu, GA 30374 _1.800.888.4213 xpegian/con
1.800.685.1111 1.888.397.3742

You should also know that the Federal Trade Commission (FT'C) offers consumet
assistance and educational materials relating to identity theft and privacy issues. The IFIC
can be conmacied by either visinog www.consumer.gov/idtheft ar by calling (877) 438-4338.

We hope this informaton is helpful to you. We can be reached at 631-589-4215 if you

have any questions about this information. We at - Inc sincerely repret
any inconvenience or concern this incident may cause.

Sincerels. How could this letter be
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To Al Students and Siaff,

On Friday Night May 21", the administrative offices were broken into and several picces
of office equipment including a LCD projector, flat acreen monitor and our central server
were stolen, We met with 1he Sente Monica Police Saturday morning regarding the
break-in and ducusced our concems including the possibility of identity theft

Our server has an intemal security system and is pasqword protecied. The pabce dn not
believe the nature of this break in corresponds 1o identity theft. Criminals involved in
identity theft generally don’t obtain information through high risk, physical break-ins that
are immediately detectable,

As a precaution, please review the Privacy Rights Clearinghouse site at

http://www. privacyrights.org. It provides useful informevion if any suspicious activity
occurs with vour credit. Apain the police do not believe that this type of break in
conforms 10 identity thefl, however, please repon any suspicious acuvity in accordance to
the puidelines of the Privacy Rights Clearinghouse and also to us.

Our daw is regularly backed up but additionel restoration and verification will occur this
week. To nccommodate this, several delavs will nccur: '

+  Clinic Add/Drop will be de¢laved rwo days and begin on Wednesday at ] 0am in
the library as usual,

«  Student registtation wi)l begin as scheduted Tuesdav June ], at lDam in the
library as usual.

s Anv differences between scheduled and actual hovrs work:d n tha student clinic
these Jast two weeks should be. d:recmd to Tum,

Additionally, greater securitv including surveiliance cameras will be insalled.

Jrealize that this roey cause you some anxiety, but we are working with all passible
speed to resume operations and enhance communiny safety. Thank vou for your
wderstanding. If vou have any additiona] concerns. vou may call or meet with me
direcaly.

B2/82
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Januery 8, 2006

We regret fo nolify you of a breach In our eleclronic securily that resulted In your social security number
being compromised by an intruder in our [T system. The breach resulted from the installation of a
keystroke capture program on the desklop PC of a member of our staff at our unit, We
have telermined that the pragrem was installed, unbeknownst 1o our employee, by a clase relalive in
arger to capture and read e-mail messages thal the stafl member was sending. The cepture program
was in aperalion from Mareh 2004 to January 2005 end from October 2005 fo Decernber 15, 2005, We
have removed ihe infected PC and sre in the process of cleaning the hard drive of any and all virus
and/or caplure programs.

As recuired by the New York Stale Cyber Security Polley P03-02, we have notified fhe Consumer
Proteclion Board, the New York Slate Office of Cyber Security and Critical Infrastructure Coordination,
and the Attorney General, as well as the New York Stale Police,

Should you have any questions abaut thig matter, please conlact my office.

Sincersly,

Vice Presldent for Administration

How could this letter be
improved?
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