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Fact Sheet: Senate Bill 1166 (Simitian)
Security Breach Notification Letters: Core Content
SB 1166: Summary
Senate Bill 1166 makes modest but helpful changes to California’s existing security breach notification statutes.  These changes are designed to enhance consumer knowledge about, and understanding of, security breaches, by requiring that the consumer notification mandated by current law be written in plain language and contain specified information.  

Need for the Bill 
Although California has a security breach notification law (A.B. 700, Simitian, Chapter 1054, Statutes of 2002), California does not require public agencies, businesses, or persons subject to that law to provide any standard set of information about the breach to consumers.  As a result, security breach notification letters often lack important information, such as the time of the breach or type of information that was breached.  Such notices are often confusing to consumers.  This leaves consumers uncertain about how to respond to the breach or protect themselves from identity theft, and leaves businesses and government entities that have experienced a breach unsure about what to put in the notices they send consumers.
Privacy Rights Clearinghouse, a non-profit consumer education and advocacy group, reports that at least 347 million sensitive records have been compromised nationwide since 2005.
  And, a study by the Samuelson Law, Technology & Public Policy Clinic at UC Berkeley found that 28 percent of data breach victims receiving a security breach notification letter “do not understand the potential consequences of the breach after reading the letter.”

SB 1166 addresses the gap in existing law by establishing standard, core content for security breach notices in California.  

At least fourteen other states
 and Puerto Rico now require security breach notification letters to include specified types of information, and that a copy be sent to a state regulator, such as the Attorney General, similar to the requirements of SB 1166.

What the Bill Does

· Establishes standard, core content -- such as the type of information breached, time of breach, and toll-free telephone numbers and addresses of the major credit reporting agencies -- for security breach notices in California;

· Requires public agencies, businesses, and persons subject to California’s security breach notification law, if more than 500 California residents are affected by a single breach, to send an electronic copy of the breach notification to the Attorney General; and,

· Requires public agencies, businesses and persons subject to California’s security breach notification law, if they are utilizing the substitute notice provisions in current law, to also provide that notification to the Office of Information Security or the Office of Privacy Protection, as applicable.
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� The Associated Press: � HYPERLINK "http://www.google.com/hostednews/ap/article/ALeqM5gGAxjgJqHdDe_L7C3q7GtR-gs_EQD9EMLTFO0" \t "_blank" �Student loan company: Data on 3.3M people stolen�.


� Cited in “Security Breach Notification Laws: Views from Chief Security Officers”, � HYPERLINK "http://groups.ischool.berkeley.edu/samuelsonclinic/files/cso_study.pdf" ��http://groups.ischool.berkeley.edu/samuelsonclinic/files/cso_study.pdf�  


� These states include Hawaii, Iowa, Maryland, Massachusetts, Minnesota, New Hampshire, New York, North Carolina, Oregon, Vermont, Virginia, West Virginia, Wisconsin, and Wyoming.
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