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Fact Sheet: Senate Bill 1268 (Simitian)
Electronic Toll Collection Systems: Disclosure of Personal Information
SB 1268: Summary
SB 1268 protects the privacy of motorists in California by controlling the use of personal information that is collected and stored by electronic toll collection systems (i.e., travel pattern data, location, time of day, address, telephone number, bank account information, credit card number, etc.).  This bill prohibits the sale or dissemination of personal data, and establishes a data retention time period to ensure that personal data is held no longer than is necessary for legitimate business purposes.
The bill also provides a civil remedy for drivers whose personal information is released in violation of this section to recover damages, reasonable costs and attorney’s fees.

Need for the Bill 
Existing restrictions on information sharing and sales of personal information are policy-based (if they exist at all), and vary between and among transportation agencies.  SB 1268 will ensure that such privacy protections are codified in statute, and extended to all transportation agencies that have, or may acquire, electronic data-collection technologies.

As part of the toll collection and traffic monitoring system, personal information is routinely collected for subscribers and non-subscribers alike (whether by camera, transponder, or other means).
There is a legitimate concern that information originally collected for toll collection uses could be disseminated to other individuals, companies or organizations for marketing purposes, or other inappropriate uses.  

What the Bill Does

1) Prohibits the sale or dissemination of personal data; 

a) Transportation agencies may not sell or otherwise provide personally identifiable information (i.e., travel pattern data, address, telephone number, bank account information, credit card number) of any person who subscribes to an electronic toll collection system.

b) This prohibition does not: 

i) Include law enforcement pursuant to a search warrant or with good cause when conducting a criminal or traffic collision investigation;

ii) Prohibit a transportation agency, or its designee, from performing financial and accounting functions such as billing, account settlement, enforcement, or other financial activities required to operate and manage toll facilities;

iii) Prohibit a transportation agency from communicating exclusively about its transportation related products and services to subscribers;

iv) Prohibit a transportation agency from providing aggregated traveler information derived from collective data that relates to a group or category of subscribers from which personally identifiable information has been removed;

v) Prohibit a transportation agency from sharing data with another transportation agency solely to comply with interoperability specifications and standards regarding electronic toll collection devices and technologies pursuant to Section 27565.

2) Establishes a data retention time period; 

a) Transportation agencies may retain account billing information.  All other personal information must be purged six months after the closure date of the billing cycle or 60 days after the bill has been paid, whichever is later.

b) All personal account information must be purged within 150 days after the date an account is closed or terminated.

3) Imposes fines for violations;

a) A subscriber whose personally identifiable information has been knowingly sold or otherwise provided in violation of this section may bring an action to recover either actual damages or $2,500 for each violation, whichever is greater, and reasonable costs and attorney’s fees.

b) A subsequent violation of three or more times carries a fine of $4,000 for each individual violation or actual damages, whichever is greater, and recovery of reasonable costs and attorney’s fees.

4) Defines “transportation agency” as the Department of Transportation, the Bay Bridge Toll Authority, any entity operating a toll bridge, toll lane, or toll highway, or any entity under contract with the above entities.

5) Defines “electronic toll collection system” as a system where a transponder or other electronic medium is used to deduct payment of a toll from a subscriber’s account.
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