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Fact Sheet: Senate Bill 20 (Simitian)
As amended August 25, 2009
Security Breach Notification Letters: Core Content
SB 20: Summary
This bill would make relatively modest but helpful changes to the current security breach notification statutes to enhance consumer knowledge about, and understanding of, security breaches by requiring that the customer notification required by current law contain specified information.  

Need for the Bill 

Although California has a security breach notification law (A.B. 700, Simitian/S.B. 1386, Peace - 2002), we do not require public agencies, businesses, or persons subject to that law to provide any standard set of information about the breach to consumers.  As a result, security breach notifications letters often lack important information – such as the time of the breach or type of information that was breached – or are confusing to consumers.  This leaves consumers uncertain about how to respond to the breach or protect themselves from identity theft, and leaves businesses and government entities that have experienced a breach unsure about what to put in the notices they send consumers.
What the Bill Does
· Establishes standard, core content -- such as the type of information breached and time of breach -- for security breach notices in California;

· Requires public agencies, businesses, and persons subject to California’s security breach notification law, if more than 500 California residents are affected by a single breach, to electronically submit a copy of the breach notification to the Attorney General; and,

· Requires public agencies, businesses and persons subject to California’s security breach notification law, if they are utilizing the substitute notice provisions in current law, to also provide that notification to the Office of Information Security or the Office of Privacy Protection, as applicable.
June 16, July 7, July 23 and August 25 amendments: Summary

· Delete the requirement that the notification include the estimated number of persons affected by the breach.

· Clarify in 1798.29 & 1798.82 (d)(2)(C) that data holders have three options when including date-related information in the notification.

· Provide flexibility to data holders by adding the following qualifying language, “if that information was possible to determine at the time the notice is provided,” to 1798.29 & 1798.82 (d)(2)(D) and (E).  This language is similar that which is found in 1798.29 & 1798.82 (d)(2)(C) pertaining to the inclusion of the “date, estimated date, or date range within which the breach occurred.”

· Narrow 1798.29 & 1798.82 (d)(2)(G) that requires inclusion of the toll-free numbers and addresses of the major credit reporting agencies to only when a social security number or drivers’ license number is breached.

· Make other clarifying and corrective changes to the bill, including specifying that the copy provided to the Attorney General be a single sample copy excluding any personally identifiable information and that those copies are subject to the Public Records Act.
Support

ACLU

CALPIRG

California School Employees Association

Consumer Federation of California

Los Angeles County District Attorney’s Office

Privacy Rights Clearinghouse

Opposition

None 

Staff Contact: Kris Kuzmich; (916) 651-4744 or kris.kuzmich@sen.ca.gov
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