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Fact Sheet

Senate Bill 31 (Simitian)
Summary
· SB 31 prohibits and punishes bad behavior. SB 31 makes it illegal to “skim” information from RFID-enabled IDs without the knowledge and consent of the ID holder.

What is RFID?
· RFID devices are tiny chips with miniature antennae that are embedded within documents or objects for tracking and identification purposes.  When a RFID reader emits a radio signal, the devices in the vicinity respond by automatically transmitting their stored information to the reader.

· RFID is promising, but not without risks.  RFID has many useful and promising applications, such as inventory tracking and automatic toll-road payment systems.  At the same time, however, it can pose serious privacy and security risks.  When embedded in identification documents, for example, information can be scanned off a RFID device at a distance and with no indication to the holder of the RFID device that any information has been remotely transmitted or recorded.  Without adequate protections, unauthorized readers can surreptitiously read and skim the personal information stored on a device—such as a birth date, digital picture, or unique identifier number—all without the knowledge of the RFID holder.

What is Skimming?
· “Skimming” is creating an unauthorized connection with an RFID tag in order to gain access to its data.

Need for the Bill
· Clear privacy and security threats have been identified. Some examples of the vulnerabilities of RFID systems are:

· Last year’s hacking of the encryption scheme used by the RFID-enabled Dutch passport --wherein the hackers accessed critical biometric and personal information – which demonstrated the potential for identity fraud.

· Successful hacks of the Exxon Mobile key fob, the VeriChip human RFID implant, the California State Capitol building access system, and the new RFID passports show how easy it is to skim and clone poorly protected RFID devices and compromise RFID-dependent security systems.
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