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Fact Sheet: Senate Bill 364 (Simitian)

Security Breach Notification Enhancements 
SB 364: Summary
This bill would make relatively modest but helpful changes to the current security breach notification statutes to enhance consumer and Legislative knowledge about, and understanding of, security breaches.  Similar changes have already been made in Michigan, New Hampshire, North Carolina and New Jersey, and have been considered by the California Legislature as minor provisions in prior, more comprehensive security breach reform proposals.
Need for the Bill 

Although California has a security breach notification law (A.B. 700, Simitian/S.B. 1386, Peace - 2002), we do not require public agencies, businesses, or persons subject to that law to provide any standard set of information about the breach to consumers.  As a result, security breach notifications letters often lack important information – such as the time of the breach or type of information that was breached – or are confusing to consumers. This leaves consumers uncertain about how to respond to the breach or protect themselves from identity theft, and leaves businesses and government entities that have experienced a breach unsure about what to put in the notices they send consumers.
What the Bill Does

In a nutshell this bill establishes standard, core content -- such as the type of information breached and time of breach -- for security breach notices in California.
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