September 15, 2008
The Honorable Arnold Schwarzenegger

Governor

State of California

State Capitol

Sacramento, California 95814

Re: SB 364 – Security Breach Notification Letters

Dear Governor Schwarzenegger:

I write to request your signature on Senate Bill (SB) 364, a bill to provide a standard set of information -- such as the type of information or incident date -- in security breach notification letters sent to California residents.
Under existing law, security breach notification letters vary greatly in the information provided in the letter.  Independent experts have concluded that this leaves both businesses and consumers confused about what to do after a breach.  For example, one study by the Samuelson Clinic at the University of California at Berkeley School of Law (Boalt Hall) found that 28 percent of notice recipients did not understand the consequences -- to them -- of the breach after reading the notification letter.  
Moreover, California’s state privacy office reports that the vast majority -- nearly 100 percent -- of calls they receive from business and government entities experiencing a breach are requests for information about what information should go into the notice or about whether to send notice.
Senate Bill 364 addresses these problems by doing one simple thing -- it establishes core content for security breach notification letters, including information such as the date range during which the breach occurred, and the contact numbers for major credit reporting agencies.  
This measure is narrowly crafted to provide consumers with better information after breaches occur and provide clarity to businesses and public agencies about what’s expected of them in the event of a security breach.  
Senate Bill 364 passed both houses of the Legislature with bipartisan support: 38 to 2 in the Senate, and 57 to 19 in the Assembly.
I respectfully request your signature on SB 364.
Sincerely,

S. Joseph Simitian

State Senator, 11th District

cc:
Chris Ryan


Chris Kahn


Michael Prosio
